NHdopmMaumoHHaa namdaTka ons y4eHUKoB

NHOOPMALMOHHASA MAMATKA V14 OBYHAIOLLXCA AN PASMELLEHNA HA OOULIMATIbHBIX
NHTEPHET-PECYPCAX

C KaxablM roaoM MOSIOAEXWN B MHTEPHETE CTaHOBUTLCS 60MbLUE, a WKOMbHUKN OAHW U3 CaMbIX
aKTUBHbIX Nonb3oBaTenen PyHeTa. Mexay TeM, MOMUMO OrpOMHOIO KOJIMYECTBA BO3MOXHOCTEN,
WHTEPHET HeceT M nNpobnembl. 3Ta NamsATKa AO/MKHA NOMoYb Tebe 6e30nacHO HaxoaMTbCS B CETW.
KoMmnbtoTepHble BUpYChI

KOMMbIOTEPHBIM BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX MPOrpPaMM, OT/IMYUTENBHOM
0COBEHHOCTBIO KOTOPOW SIBNSIETCS CMIOCOBHOCTb K pa3MHOXEHUIO. B AONOMHEHNE K 3TOMY, BUPYCbI
MOryT MOBPEAUTb WM MOSTHOCTBIO YHUUTOXUTL BCe (halifbl U AaHHbIE, MOAKOHTPOSbHbIE
Nonb30BaTENIO, OT MMEHU KOTOPOro Obina 3anyLieHa 3apaxXeHHas NporpaMMa, a Takxxe noBpeavTb
WK JaXke YHUUTOXWTb OMepaLMOHHY CUCTEMY CO BceMu (hainamum B LenoM. B 6onblumHcTBe
Cy4YaeB pacnpoCTpaHSOTCA BUPYChbl Yepe3 MHTEPHET.

MeToAbl 3aWmTbl OT BPEAOHOCHBIX MPOrpamMm:

1. Mcnonb3yi coBpeMeHHble OnepaLMOHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHDb 3aLLUTbI
OT BPEeAOHOCHbIX Nporpamm;

2. TMocTosiHHO ycTaHaBnMBal natum (UMdpOoBbLIE 3aM1aTKK, KOTOPblE aBTOMATUYECKM
yCTaHaB/MBAKOTCA C LieNblo 40PaboTKM NporpaMMmbl) 1 Apyrue 06HOBNEHWS CBOEN
ornepaunoHHON cucTeMbl. CkaumBal MxX TOMbKO € omumManbHOro cata paspaboTunka OC.
Ecnm cywiecTByeT pexxmm aBTOMaTMYeCKOro 06HOBNEHNS, BKOYMN €ro;

3. Pab6otaii Ha CBOEM KOMMbIOTEPE NOA NpaBaMu NOb30BaTeNs, @ He aAMUHUCTpATopa. 3TO He
NO3BOSIUT 6OMBLIMHCTBY BPEAOHOCHbIX MPOrpaMM MHCTaNIMpOBaTbCS HA TBOEM
NepcoHanbHOM KOMMbOTEpE;

4. Wcnonb3yh aHTMBMPYCHbIE MPOrpaMMHble NMPOAYKTbI M3BECTHLIX MPON3BOAUTENEN, C
aBTOMaTU4ecknM obHoBneHneM 6as;

5. OrpaHuyb 13n4ecKknin JOCTYN K KOMMbIOTEPY ASS MOCTOPOHHUX NNLL;

6. Mcnonb3yi BHeLWHWE HOCUTENM MHGOpMaLmKM, Takue Kak dreluka, Auck nm damnn ms
WHTEpHEeTa, TONbKO 13 NPOBEPEHHbLIX NCTOYHMKOB;

7. He oTKpbIBal KOMMNbIOTEPHbIE (alinbl, MONyYEHHbIE U3 HEHAAEXHbBIX MCTOYHMKOB. [laxke Te
alnbl, KOTOpble NpUCIaN TBOM 3HAKOMbIN. Jlydlle yTOYHM Y Hero, OTnpaBnsa v oH Tebe
nx.

Cetn WI-FI

Wi-Fi - 3T0 He BMA nNepeaayv AaHHbIX, HE TEXHOMOrMS, @ BCero nuiib 6pena, mapka. Ewe B 1991
rogy HuaepnaHackas KoMnanvs 3aperncrpuposana 6pena "WECA", yto 0603Ha4ano
cnoBocoyeTaHme "Wireless Fidelity", koTopbii nepeBoanTCS kak "6ecnpoBoaHas TOYHOCTL".

[l0 Hawero BpeMeHu Jowwa Apyras abbpesuaTtypa, KOTOpas SIBSETCS TaKoW e TeXHONOormen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe 6bI/10 AaHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOWA
TexHukn Hi-Fi, yTo B nepeBoae 03Ha4aeT "BbiCOKast TOYHOCTb".

[a, 6ecnnaTHbIN MHTEPHET-AO0CTYN B kade, OTENSX U a3ponopTax SBASETCS OT/IMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe 3KCnepThl CHMTAloT, YTOo obwenoctynHblie Wi-Fi ceTu
He aBnsatoTca 6e3onacHbIMU.

CoseTbl No 6e3onacHoCTM paboTbl B 06weaocTynHbix cetax Wi-fi:



1. He nepenaBai cBOIO NMYHYIO MHGOpMaumio Yepes obieaoctynHble Wi-Fi cetn. PaboTtas B
HKX, XXenaTenbHO He BBOAUTb MApPOSIM AOCTYMNa, NIOMUHbI U KaKne-To HOMepa;

2. Wcnonb3yi 1 06HOBNSIN aHTUBMPYCHbIE NPOrpaMMbl M 6paHaMayep. TeM caMbIM Thbl
obe3onacuilb cebsi OT 3aKayky BUpYyCa Ha TBOE YCTPOWCTBO;

3. Mpw ucnonb3osaHmmn Wi-Fi oTkntoum dyHkumio "O6wmin goctyn K dainam n npuHtepam".
[aHHasa dyHKUMS 3aKpbiTa MO YMOMYaHUIO, OAHAKO HEKOTOPbIE NOMb30BATENN aKTUBUPYIOT
ee Ans yaobcrea MCnonb3oBaHus B paboTe unn yyebe;

4. He ucnonb3yn nybnmuHbii WI-FI ang nepegaymn nMyHbIX AaHHbIX, HANpUMep A1 Bbixoda B
coumnanbHble CETU UW B NEKTPOHHYIO MOYTY;

5. Wcnonb3yi ToNbKO 3aLimiLeHHoe coeanHeHune Yepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-agpeca BBOAN UMeHHO "https://";

6. B MobunbHOM TenedoHe oTkaoum gyHkumio "MoakntodeHne Kk Wi-Fi aBTomatuyeckn". He
[0MyCcKaln aBTOMaTMYECKOro NoAKIYeHust ycTponctea k cetam Wi-Fi 6e3 TBoero cornacws.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAST B HALUY XM3Hb, MHOrMe Nntoan paboTatoT U XMBYT TaM
NOCTOSIHHO. MHOrvie Nosb30BaTeNn He NOHMMAIOT, YTO MHOPMaLUS, pa3MeLLeHHas MU B
coumanbHbIX CETSIX, MOXET ObITb HaAEeHa M MCMOMIb30BaHa KEM YroAHO, B TOM YKUCIE He
o0b6s3aTenbHO ¢ 61arMMM HaMepeHUSMM.

OcHOBHble coBeTbl N0 6€30MacHOCTU B COLMANbHbIX CETSIX:

1. OrpaHunyb cnncok apy3en. Y 1ebsi B Apy3bsix He A0/MKHO ObiTb Clly4anHbIX M HE3HAKOMbIX
nonen;

2. 3awmLiain CBOK YacTHYHO XM3Hb. He ykasbiBai naponu, TenedoHbl, aapeca, AaTy TBOEro
POXAEHWUS U APYTYIO JIMYHYO MHOPMaLUMIO. 3M10YMbILSIEHHUKN MOTYT UCMO/b30BaTb AaXe
NMHGOPMaUMIO 0 TOM, KaK Tbl U TBOM POAUTENN NNAHMPYETE NPOBECTU KaHUKYbI;

3. 3awuuian cBOK penyTaumnio - AePXKK €e B YACTOTE M 3aAaBal cebe BOMpoc: xoTen 6bl Thl,
yTOObI APYr1e NMOSb30BATENN BUAENM, YTO Thl 3arpyaelub? Moaymal, npexae Yem 4To-To
ony6MKoBaTb, HaNMCaTb W 3arpy3nTb;

4. Ecnu Tbl roOBOpYLLb C TIOAbMU, KOTOPbIX HE 3Ha€ELLb, HE UCMOJb3Yi CBOE peasibHoe UMS U
APYryI0 JINYHYO MH(OPMaUMK: UMSI, MECTO XXWUTENbCTBa, MecTo y4ebbl 1 npoyee;

5. W3berai pasmelleHuns dotorpacuii B IHTEpHETE, rae Tbl M306paXxeH Ha MECTHOCTU, MO
KOTOPOMN MOXHO OMNpeaenvTb TBOE MeCTOMOOXEHNE;

6. [lpu perncTpaunm B COLMANBLHON CETU HEO6XOAMMO MCMOSb30BaTh CIOXHBLIE MAPOH,
cocrosime u3 6yks 1 LUMMP N C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. [nsa coumanbHOM CETU, NOYTbI U APYrUX CaUTOB HEOBXOAMMO MCMOSIb30BaTh PasHble Naposu.
Toraa ecnu Tebs B3M10OMatOT, TO 3/10YMbILWIEHHUKM NOMyYaT AOCTYN TOMNbKO K OAHOMY MecCTy,
a He BO BCe cpasy.

DNEeKTPOHHbIE AeHbMM

DNEKTPOHHbIE IEHBIN - 3TO OYEHb YAODHbIVM CNOCO6 NNATEXEN, OAHAKO CYLLECTBYHOT MOLLEHHMKH,
KOTOpbIE XOTSAT NOMYYUTb 3TU AEHBIU.

DNEeKTPOHHbIE AeHbM NOSIBUNNCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX roCyAapCTBax
[0 CMX MOp HE NPOMNMCAHO MPO HUX B 3aKOHaX.

B Poccum xxe OHM DYHKLUMOHUPYIOT M O HUX Y>Ke MPONUCAHO B 3aKOHE, rae UX pa3faenstoT Ha
HECKOMbKO BUAOB - @HOHUMHbIE U HE aHOHUMHbIE. PasHMLA B TOM, YTO @aHOHUMHbIE - 3TO Te, B



KOTOpbIX pa3peLlaeTcs NpoBoAWTb onepaumn 6e3 naeHTudmKaumm nonb3oBaTensi, @ B HEaHOHUMHbIX
naeHTUdMKaLUMS NoNb30oBaTeNs SABNSETCS 06513aTEIbHOMN.

Takxke cneayeT pasnuyaTtb 3MEKTPOHHbIE PUaTHbIE AeHbrM (paBHbI FOCYAAPCTBEHHBIM BanoTaM) U
3MIEKTPOHHbIE HedUaTHble AeHbrN (He paBHbl FOCYAapPCTBEHHbLIM BasloTaM).

OcHOBHbIe coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHLIMM A€HbraMu:

1. TpuBSXM K cHETY MOBUMBHLIN TenedoH. ITO caMblii YAO6HBIN 1 BbICTPLINM CNOCO6
BOCCTaHOBWTb JOCTYN K cYeTy. MpuBa3aHHbIM TenedoH NoMoXeT, eciv 3abyaellb CBOM
NNaTEXHbIA NAposb UM 3aiAellb Ha CalT C HE3HAKOMOrO YCTPOWCTBa;

2. Wcnonb3yn ogHopasoBble naponu. MNocne nepexoaa Ha YCUIEHHYIO aBTopM3aumio Tebe yxe
He 6yaeT yrpoxaTb ONacHOCTb KpaXky UM NepexBaTa NIaTeXHoro napons;

3. Bbibepu cnoxHbin naponb. MNpecTynHunkam byaeT He NPOCTO yraaaTb C/IOXKHbIV Naposib.
HagexHble naponu - 3To Naponn, KOTopble CoAepXaT He MeHee 8 3HAKOB M BK/OYaloT B
ceba CTpOoYHbIe 1 MPONUCHbIE BYKBbI, LMMPbI U HECKONIBKO CMMBOJIOB, TakMe Kak 3HaK
aonnapa, gyHTa, BocKMUaTeNbHbIN 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NINYHbIE AaHHbIE HA CaliTax, KOTOPbIM He AOBEpSELlb.

DNeKTpOoHHas noyta

DNEeKTPOHHAas NMoYTa - 3TO TEXHOJIOMMS U NPEAOCTaBNSEMbIE €10 YCITYT MO NEPECLIIKE U NMOMYYEHUIO
3NEKTPOHHBIX COOBLLEHMI, KOTOPbIE pacrpeaensitoTCcs B KOMMbIOTEPHON CeTU. OBbIYHO 3NEKTPOHHbIN
MOYTOBLIM UMK BbIFISAUT CrieaytowmM obpa3oM: MMs_Mnonb30BaTens@uMs_oMeHa. Takoke KpoMe

nepeaayy NpocToro TeKCTa, UMEETCs BO3MOXKHOCTb nepeaasaTh (aibl.

OcHOBHbIe COBETbI M0 6e30nacHoM paboTe C 3N1EKTPOHHONM NMOYTOMN:

1. Hapo BbI6paTb NPaBWIbHbIV MOYTOBLIA CEPBUC. B MHTEpPHETE €CTb OFPOMHBIN BbI6OP
6ecnnaTHbIX MOYTOBbLIX CEPBMCOB, OZHAKO Jlyylle A0BEPSTL TEM, KOrO 3HAELLb U KTO NepBbIii
B pENTUHrE;

2. He yka3sbiBaii B IMYHON NOYTE NIMYHYIO0 MHOPMaumio. Hanprmep, nydlie BbibpaTb
"My3blKa/bHbIV_haHaT@" nnm "pok2013" BMecTo "teMall";

3. Wcnonb3yin aByxaTanHyto aBTopM3aumio. 3To Koraa NoOMMMO Naposs HYXKHO BBOAWTb KOA,
npucbinaembin no SMS;

4. Bbibepu CroXHbIN Naponb. [Ns KaXaoro NoYTOBOro ALWMKA AO/MKEH ObITb CBON HAAEXHbIN,
YCTOMUMBBIV K B3/IOMY NMapo/ib;

5. Ecnm ecTb BO3MOXHOCTb HanMcaTb CamMOMy CBOM JIMYHbIA BOMPOC, UCMOMNb3yN 3Ty
BO3MOXHOCTb;

6. Mcrnonb3yi HECKOIbKO MOYTOBbLIX SALUMKOB. MNepBbii A8 YaCTHOM NEePEnnCKN C aapecaTamu,
KOTOPbIM Thbl JOBEpPSiELb. 3TO 3NEKTPOHHbIN aApec He Haao UCMOb30BaTb NPU perncTpaumm
Ha cdopyMax u cantax;

7. He oTkpbiBai Gainbl U Apyrue BAOXKEHNS B MUCbMaXx, AAXe €CNIM OHU MPULLN OT TBOUX
Apy3eW. Jlydlie yTOYHWU Y HWUX, OTMPaBNsn v ol Tebe aTu daiinsbl;

8. MMocne okoHYaHMsi paboTbl Ha MOYTOBOM CEPBUCE Mepes 3aKpbiTMEM BKIAAKM C CAUTOM He
3abyab HaxaTb Ha "BbiiTn".

KnbepbynnuHr unm BupTyasnibHOe 13aeBaTe/IbCTBO

KnbepbynnuHr - npecnefoBaHve CoObLLEHNAMKN, coaep>KaLUMMmM 0cKopbieHuns, arpeccutio,
3anyruBaHue; XyIMraHCTBO; coumanbHoe 60MKOTUPOBaHME C MOMOLLbIO Pa3/IMYHbIX MHTEPHET-
CepBUCOB.

OcHoBHble coeTbl No 6opbbe ¢ knbepbynanHrom:



1. He 6pocaiics B 601. JTyuwwmin cnocob: nocoBeToBaThbCs Kak cebsi BECTU U, €C/IN HET TOro, K
KOMY MOXHO 06paTuUTbCS, TO BHa4ase YCroKOUTbCSA. ECM Tbl HAaYHeLWb OTBeYaThb
ocKkopbneHnaMU Ha 0CcKop6IeHMs, TO TOMBKO elle Hosbliue pa3oxKellb KOHMNKT;

2. YnpaBnsi cBoe kubeppenyTaumen;

3. AHOHMMHOCTb B ceTu MHMMas. CyLlecTBYIOT Cnocobbl BbISICHWUTb, KTO CTOMT 3@ @HOHUMHbIM
AKKayHTOM;

4. He cTouT BECTM XynuraHckuii 06pa3 BUPTYanbHOM XU3HW. VIHTEpHET duKcupyeT Bce TBOM
LAENCTBUS U COXPAHSIET UX. YAanuTb UX 6yaeT KpaviHe 3aTpyaAHUTENbHO;

5. Cobniogali CBOKO BMPTYyasibHYIO YeCTb CMOJIOAY;

6. WrHopvpyin eanHnYHbIN HeraTvB. OaHOPa30Bble OCKOPOUTENBbHBLIE COOBLLEHNS Nyylle
UrHopvpoBaTtb. OBbIYHO arpeccus NpeKpaLlaeTcst Ha HauyanbHOM CTaauu;

7. bBaH arpeccopa. B nporpaMmmax obMeHa MrHOBEHHbIMU COOBLLEHNSMU, B COLMASTbHBIX CETSX
€CTb BO3MOXXHOCTb 6/TOKMPOBKM OTNPaBKM COOBLLEHMI C ONpeaeneHHbIX aapecoB;

8. Ecnm Tbl cBuaeTens knbepbynnvHra. TBOU AeNCTBUS: BbICTYNWUTL NPOTUB NpecnesoBaTens,
MoKasaTb €My, YTO ero AeNCTBMSI OLEHMBAIOTCS HEraTUBHO, NOAAEPXKATL XEPTBY, KOTOPOM
HY>KHa NCcUXonornyeckas nomoLlb, CoobLMTb B3POC/IbIM O hakTe arpecCMBHOrO NoBeaeHus B
ceTu.

Mo6unbHbI TenedoH

CoBpeMeHHble cMapThOHbI 1 NNAHLWETLI coaepXaT B cebe BMonHe B3poC/bi hyHKLUMOHaN, 1 Tenepb
OHW MOIYT KOHKYPMPOBaTb CO CTauMOHapHbIMK KOoMMbloTepamu. OaHako, CpeacTB 3alumThbl ANs
NoAo6HbIX YCTPOWUCTB NOKa OYeHb Mano. TeCTUPOBaHME M NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAMUT He
TaK MHTEHCMBHO, Kak Ans MK, To e caMoe KacaeTcs U MOBUMBbHBIX MPUSTOXKEHWUN.

CoBpeMeHHble MobusbHble Bpay3epbl y)Ke NPaKTUYeCcKn AOrHanM HaCToMbHbIE aHanorM, oAHako
pacwvpeHne dhyHKUMOHaNa BeYeT 3a o601 60MbLUIYI0 COXHOCTb M MEHbLUYIO 3aLUMLLEHHOCTb.
[laneko He BCce NPOM3BOAMTENM BbIMyCKalOT OBHOBNEHUS, 3aKpblBatOLUME KPUTUYECKME YSI3BUMOCTU
LIS CBOMX YCTPOMCTB.

OcHoBHble coBeTbl Ana 6e30nacHOCT MObUILHOIO TenedoHa:

Huuero He aBnsieTca no-HacrosiweMy 6ecnnaTHbIM. byab OCTOpPOXeH, Beab koraa Tebe npeanarator
6ecnnaTHbIi KOHTEHT, B HEM MOIyT 6biTb CKPbITbl KaKMe-TO MAaTHbIE YCIyru;

Aymaii, npexzae Yem oTnpaBuTb SMS, hoTo unm Buaeo. Tbl TOYHO 3HaELWb, FAe OHU 6yayT B
KOHEeYHOM uTore?

HeobxoanMmo 06HOB/SATb ONEpPaLMOHHYO CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yin aHTUBMPYCHbIE NPOrpaMMbl ANt MOBUIIbHBIX TENEedOHOB;

He 3arpy»xaii NpunoXeHns oT HEM3BECTHOMO UCTOYHMKA, BEAb OHW MOTYT COAEpXKaTb BPEAOHOCHOE
nporpamMMHoe obecrieyeHne;

Mocne Toro Kak Tbl BblAELLb C CalTa, rAe BBOAWI NIMYHYIO MHDOPMaLIMIO, 3aiMan B HAaCTPOMKM
6pay3epa n yganu cookies;

Mepuoamnyeckn NpoBepsi, Kakne NnaTHble YCyr akTMBMPOBaHbl Ha TBOEM HOMEPE;

[laBaii cBOM HOMep MOBMILHOrO TenedoHa TOMbKO ASAM, KOTOPbLIX Thl 3HAELb Y KOMY AOBEpPSELLb;
Bluetooth gomkeH 6bITb BbIKMOYEH, KOrAa Thl MM He NOMb3yellbcs. He 3abbiBait HOraa NpoBepsaTb
3To.

Online wvrpel

CoBpeMeHHble OHMaMH-UIpbl - 3TO KPacoYHble, 3axXBaTbIBaloLLMeE pa3BriedeHusi, 06beanHsowme
COTHM TbICSIY YENOBEK MO BCEMY MUPY. UIrpoKM MccneayroT AaHHbIM UM MUp, obLLatoTcs Apyr C



LPYroM, BbIMOJSIHAIOT 3aZlaHNsl, CPAXAKTCA C MOHCTPaMM 1 MOJTyYatoT OnbIT. 3@ YAOBO/IbCTBME OHM
NNaTsaT: NOKyNatoT AWCK, ONAYnBaloT abOHEMEHT MM NPUOBPETAOT Kakne-To Onuuu.
Bce 3TM cpeacTBa MayT Ha noaaepXKaHue 1 pasBUTUE UMPbl, @ Takke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCSI CUCTEMbI aBTOPM3aLIMK, BbiMYCKalOTCSl HOBble NaTuu (UM poBble 3annaTkv Ans
nporpamMm), 3aKpbIBatOTCs YS3BUMOCTM CEPBEPOB.
B noao6HbIX Mrpax CTOUT onacaTbCsl He CTOSIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXkv TBOErO napons,
Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpM3auuM G60bLUMHCTBA Urp.
OcHOBHbIe coBeTbI M0 6e30nNacHOCTV TBOErO MIPOBOro akKayHTa:

1. Ecnm apyromn urpok Beget cebs nnoxo unm cosgaet Tebe HeNMpUATHOCTM, 3abI0KMpyI ero B

CMMCKE UrPOKOB;

2. TMoxanyics agMMHUCTpPaTOpPaM Mrpbl Ha MJIOX0E NOBEAEHWNE 3TOMO UIPOKa, XKenaTeslbHO
NPUIOXKNTb Kakne-To AOKa3aTeNbCTBa B BUAE CKPUHOB;
He yka3sbiBali MnYHY0 MHOpMaumio B npodanne urpsbi;
YBaXkal Apyrvx y4aCTHUKOB MO Urpe;
He ycTtaHaBnmBai HeobuUmManbHble NaTtym U MoAbl;
Mcnonb3yi cnoXxxHble u pasHble Naponu;
[laxke BO BPEMSI Urpbl HE CTOWUT OTKJIOYATb aHTMBMPYC. MoKa Tbl Urpaellb, TBOM KOMMbOTEP

Nowuhsw

MOryT 3apasuTb.
OULWNHT UM KpaXka NIMYHBIX AaHHbIX
O6bIYHON KpaXkel AeHer U JOKYMEHTOB CErOAHS YK€ HUKOro He YAUBWLLb, HO C Pa3BUTUEM
WNHTEPHET-TEXHOMOTNIA 3/10YMbILLIEHHWUKN NEPEMECTU/INCE B MHTEPHET, U NPOAO/DKAOT 3aHNMATbCS
"nobumbiM" genom.
Tak nosiBuUnacb HoBas yrpo3a: MHTEPHET-MOLIEHHWYECTBA UK (PULLIMHT, rMiaBHas Uesb KOTOporo
COCTOWT B NOMYYEHNM KOHMDMAEHUMANBHBIX AaHHBIX NOMb30BaTeNeN - NOrMHOB M Naponen. Ha
aHrnmmnckomM si3bike phishing untaetca kak duwmHr (ot fishing - peibHas noens, password - naposnb).
OcHoBHble coeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecnin Tbl nogo3peBaellb, YTO TBOS aHKeTa 6bina B3noMaHa, To
HeobxoanMo 3ab10KMpoBaTh ee U CO0BLWMTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO
cKkopee;

2. Wcnonb3yi 6e3onacHble BeG-CaiiThl, B TOM YNCNIE, MHTEPHET-Mara3nuHOB M MOMCKOBbIX
cUcTeMm;

3. Mcnonb3yi croxHble U pasHble naponun. Takum obpas3oM, ecnm Tebsi B3NOMAOT, TO
3/10YMbILUIEHHWKM MOJTyYaT AOCTYMN TOMbKO K OAHOMY TBOEMY Npoduto B CETH, @ HE KO
BCEM;

4. Ecnu Tebsa B3nomann, To HeobxoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobasneHbl y Tebs B Apy3bsiX, O TOM, 4YTO Tebs B31OManun 1, BOSMOXHO, OT TBOErO MMEHM
byner paccblnaTbCs CnaM M CCbIKU Ha OULLMHIOBbLIE CalThI;

5. YcraHoBM HaaexHbIN naponb (PIN) Ha MO6UnbHbIN TenedoH;

6. OTkNOUM COXpaHeHne napons B bpaysepe;

7. He oTkpbIBai Gainnbl U Apyrue BAOXKEHUS B NMUCbMaX, AAXeE €C/IM OHW NPULLIN OT TBOMX
Apy3eW. Jlydie YTOYHW Y HUX, OTNPaBnsiv v oHK Tebe 3Tn dalisbl.

Lncdposas penyTtaums
Lncdposasi penyTtaums - 3T0 HeEraTMBHas UM NO3UTUBHAS MHdOpMauns B ceTn o Tebe.
KomnpomeTupytowas nHgopmaums, pasMelleHHast B UHTEPHETE, MOXET Cepbe3HbiM 06pa3om



OTpa3nTbCA Ha TBOEN peanbHOW Xu3Hu. "LUndposas penytaums” - 3T0 TBON MMUAXK, KOTOPbIV
dopmMupyeTcs 13 uHbopMaumm o Tebe B MHTEPHETE.
TBOE MeCTo XWUTeNbCTBa, y4ebbl, TBOEe (PMHAHCOBOE NOSIOXKEHNE, 0COBEHHOCTM XapaKTepa M
pacckasbl 0 6/IM3KNX - BCE 3TO HaKan/MBaeTCs B CETU.
MHorne NoapoCTKN NErKOMbICIEHHO OTHOCATCS K Ny6nnkauum nMYHou MHGopMauum B MHTEpHeTe,
He MOHMMas BO3MOXHbIX MOCNEACTBMI. Thbl AaXe HE CMOXeELLb A0raAaTbCsl O TOM, YTO (oTorpadms,
pa3MelleHHast 5 neT Hasag, cTana NpUYMHOM OTKasa NpUHSATL Tebs Ha paboTy.
KoMmeHTapuu, pa3melleHve TBoMx GoTorpacuin u agpyrme AencTemns MOryT He UCHE3HYTb AaXe
nocne Toro, Kak Tbl MX yAanub. Tbl HE 3Haellb, KTO COXpaHWi 3Ty MHQOpMauMIo, nonana n oHa B
MOMCKOBbIE CUCTEMbI M COXPaHWIACh /I OHa, a MaBHOE: YTO NOAYMAIOT O Tebe oKpyXxatoLume nau,
KOTOpble HaWAyT U yBMAAT 3T0. HalTn MHGOPMaLMIO MHOTO NEeT CryCTs CMOXET Ntobow - kak 13
L[06pbIX NO6YXXAEHUI, TaK U C HAMEPEHMEM NMPUYMHUTL BPed. OTO MOXET 6bITb KTO YroAHo.
OcCHOBHbIE COBETbI MO 3almMTe LUMMPOBONA penyTauum:
1. TMoaymai, npexae Yyem 4YTO-TO Ny6IMKOBaTb M NepesdaBaTh y cebs B 6rore nnm B
CoLManbHON ceTu;
2. B Hactpoiikax npocumns yCTaHOBM OrpaHMyeHust Ha NPOCMOTP TBOEro Npocuns 1 ero
COAEPXXMMOrO, CAenan ero ToNbko "ans apysen";
3. He pa3mellali 1 He ykasbiBal MHOPMaLMIO, KOTOPasi MOXKET KOro-nMbo ocKopbnsSTb M
obmxaTb.
ABTOpPCKOE MpaBo
CoBpeMeHHbIe LIKOSIbHUKW - aKTUBHbIE MOMb30BaTem UmMdpoBoro npocTpaHcTea. OaHako Aaneko He
BCE 3HAIOT, YTO NOSIb30BAHME MHOMMMU BO3MOXHOCTAMM LMcpoBOro Mmpa Tpebyet cobnioaeHus
npaB Ha MHTENNEKTyanbHyt0 COBCTBEHHOCTb.
TepMuH "vHTeNnekTyanbHas COBCTBEHHOCTL" OTHOCUTCS K Pa3fiMyHbIM TBOPEHWUSM YeNI0BEYECKOro
yMa, HauyMHas C HOBbIX M306peTeHMI 1 3HaKOB, 0603HaYaOLLMX COBCTBEHHOCTL Ha MPOAYKTHI 1
yCnyru, n 3akaHumBas KHuramu, otorpadumsmm, KWHOUABMAaMKN 1 My3blKabHbIMM
npov3BeaeHUsMU.
ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHNS HAYKW,
NUTEpaTypbl N NCKYCCTBA. ABTOPCKME NpaBa BbICTYNaloT B KA4eCTBe rapaHTUM TOro, YTo
WHTENNEKTyaNbHbI/TBOPYECKMI TPYA aBTOpa He ByAeT HanpacHbIM, AacT eMy CrpaBeaMBbIe
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOero Tpyaa, Nosy4nTb U3BECTHOCTb U NMPU3HaHKE.
HukTo 6e3 pa3spelleHns aBTopa He MOXET BOCMPOM3BOAUTL €ro Npon3BeaeHue, pacnpoCcTpaHsTh,
ny6nnyHO AEMOHCTPUPOBATh, NpoAaBaTb, MMMOPTUPOBATL, NyCKaTb B NPOKaT, Ny6/IMYHO MCMONHATD,
MoKa3blBaTb/MCMONHATL B 3pMpe unmn pasmellatb B MIHTepHeTe.
Mcnonb3oBaHve "nmMpaTckoro” NporpaMMHOro obecrneyeHns MOXeET NpUBeCTM K MHOTUM pUcKaM: OT
MoTepM AaHHbIX K TBOMM akkayHTaM A0 6/10KMPOBKM TBOErO YCTPOMCTBA, FAe YCTaHOBMIEHA
HeneranbHas nporpamMa. He cTout Takoke 3abbiBaTb, UTO CyLLECTBYIOT flerasnbHble 1 6ecnnaTtHble
MpOrpaMMbl, KOTOPbIE MOXHO HaWTW B CETU.
O noptane
CeTeBMYOK.Pd - TBOW MMaBHbI COBETUMK B CETU. 3A4€ECb Thbl MOXELLb Y3HaTb O 6€30MacHOCTN B CETH
MOHSITHLIM M JOCTYMHBIM A3bIKOM, @ NMPY BO3HUKHOBEHUM KPUTUYECKON CUTyaummn 0bpaTuTbes 3a
COBETOM. A TaKxkKe NPUHATb Y4acTUe B KOHKypCaxX M CTaTb CaMbiM LMMPOBbLIM FpaXaaHUHOM!


https://сетевичок.рф/

